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How to create a VPN Connection in Windows XP
If you've ever had a tight deadline and you’re stuck at home without access to your
files, you may be in luck. If your office has a VPN server set up you can use the
steps in this document to gain access to those files. If you don’t have a VPN (Virtual
Private Network) now it’s time to contact PBNJ to help you get one setup.

A “how to” document provided to you compliments of
PBNJ Consulting Inc., your Small Office IT Service Provider.
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How to create a VPN Connection in Windows XP

1. Go to “My Network Places” and then click on “View Network Connections” (on the left blue bar).

2. Under “Network Tasks” click on “Create a new connection”. This starts up the “New Connection
Wizard”.

3. Click the “Next” button, then click the radio button labeled “Connect to the Network at my
workplace”. Then click the “Next” button. See the picture below.

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such as your worplace
network.

To continue, click Next.

[ Mex > |l Cancel

New Connection Wizard
Network Connection Type
What do you want to do?

(") Connect to the Intermet
Connect to the Intemet so you can browse the Web and read email.

(*) Connect to the network at my workplace:

Connect to a business network (using dial-up or YPN) so you can work from home,
a field office, or another location.

(") Set up an advanced connection

Connect directly to another computer using your senal, parallel, or infrared port, or
set up this computer so that other computers can connect to it

« Back ” Mext > l[ Cancel
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4. Select the radio button labeled “Virtual Private Network connection”. Then click the “Next” button.

See the picture below.

New Connection Wizard

Metwork Connection
How do you want to connect to the network at your workplace ?

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Netwark {(ISOM) phone line.

(*)Mirtual Private Network connection:

Connect to the networlk using a virtual private network (WVPMN) connection over the
Intemst.

&)

5. Type in a name for the connection, for example, the name of the organization who’s vpn your
connecting to (where example shows “Connection Name Here”). Then click the “Next” button.

New Connection Wizard

Connection Name
Specify a name for this connection to your worgplace.

Type a name for this connection in the following box.
Compary Name

Connection Name Herg|

For example, you could type the name of your workplace or the name of a server you
will connect to.

&)
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6. You may be asked to “Automatically dial this initial connection” on the next screen if you have other

dial up or vpn connections configured already. Select the “Do not dial the initial connection” if you are
already connected to the internet via a “always on” broadband connection.

New Connection Wizard

Public Network

Windows can make sure the public netwark is connected first.

Windows can automatically dial the inttial connection to the Intemet or other public
network, before establishing the virual connection.

(*)iDo not dial the inttial connection

(") Automatically dial this initial connection:

&)

[ < Back
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7. Type in the IP Address (i.e. 200.100.50.1) or DNS name (i.e. vpn.mycompany.com) where the example
shows vpn.mycompany.com as shown in the picture below. Then click the “Next” button.

New Connection Wizard

VPN Server Selection
What iz the name or address of the VPN server?

Type the host name or Intemet Protocaol {IP) address of the computer to which you are
connecting.

Host name or IP address for example, microsoft.com or 157.54.0.1 )

wpn.mycompany.com|

&)
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8. Select the radio button labeled “My use only”, then click the “Next” button.

New Connection Wizard
Connection Availability
You can make the new connection available to any user or only to yourself.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
() Aryone's use

< Back ” Mead = l[ Cancel

9. Click the checkbox to “Add a shortcut to this connection on my desktop”. Then click the
“Finish” button.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Connection Name Here

The connection will be saved in the Network
Connections folder.

[w]iAdd a shortcut ta this connection to my desktop

To create the connection and close this wizard, click Finish.

< Back ” Finish l [ Cancel
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10. You will automatically be directed to the sign-in window. Click on the Properties button.

Uszer name: | |

Passward: | |

[] Save this user name and password for the following users:

Me only

Aryone who uses this computer

[ connect | [ Cancel ][ Propeties | [ Help

11. Under the Networking tab select Internet Protocol TCP/IP and click Properties.

ere Prope;

| General || Options || Sec:..lrityl Metworking |M\ranced|

Type of VPN:
Astomatic Y]

Settings

This connection uses the following tems:

——

8 File and Prirter Sharing for Microsoft Networks
128 Client for Microsoft Networks

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

oK || cancel
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12. Once in there, click the Advanced... button.

Internet Protocol (TCP/IP) Properties e

General

You can get IP settings assigned automatically if your network
supparts this capability. Otherwise, you need to ask your netwark
administrator for the appropriate |P settings.

(®Dbtain an |F address automatically
{7 Use the following IP address:

P address: |

(%) Obtain DNS server address automatically
{7 Use the following DNS server addresses:

Breferned DNS semver | |

Alternate DMS server | |

[ ok || Ccancel

13. Once the new dialogue box appears un-check the Use default gateway on the remote network
under the general tab.

Advanced TCP/IP Settings =

General | DNS | WINS |

This checkbox only applies when you are connected to a local
network and a dial-up networlc simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
network.

[TiUse default gateway on remote network!

[ ok ][ cancel
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14. still in Advanced settings, under the DNS tab, type in the fully qualified domain name for your
organization (for example domain.mycompany.com) in the DNS suffix for this connection textbox.

You’ll most likely need to get this information from your system administrator. Click OK and OK again to
confirm the changes to the Internet Protocol TCP/IP.

Advanced TCP/IP Settings

O[x)

| General | DNS | wins |

DS server addresses, in order of use:

il
5

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualfied names:

(%) Append primary and connection specific DNS suffices
] Append parent suffixes of the primary DNS suffic
() Append these DNS suffixes {in onder):

-

DNS suffie for this connection: |domain.mycomparty.com

[[] Reqister this connection’s addresses in DNS

15. Now, under the Options tab, check on Include Windows logon domain, then click OK

- Connection Name Here Properties

Bx]

General | Options |5e‘::1.|r'rt_',r | Metworking | Advanced |

Dialing options

Display progress while connecting
Prompt for name and password, certfficate, etc.
[#linclude Windows logon domain:

Redialing options

Redial attempts: 3

1 minute
never

8]

Time between redial attempts:

3|63

Idle time before hanging up:
[] Redial f line is dropped

0K | [ Cancel
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16. That will take you back to the logon screen where you should type in your user name, password and
domain. If you do not know this information you will need to contact your system administrator. You can
check on the Save this user name and password for the following users and select Me only.

Connect Connection Name Here ; E

User name: |usemame |
Password: |oooooooo |
T DOMAIN |

[] Save this user name and password for the following users:

Me only

Aryone who uses this computer

Connect ][ Cancel ][ Properties ][ Help
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17. Click the “Connect” button to connect. You'll see it authenticate and notify you once it's connected.
You should now see a new connection displayed in your system tray, near your clock. An example is
shown below.

@\E)_} (D] By 10:14 AM

To Disconnect, simply right click on the icon in your system tray and select “Disconnect” as shown below.

Disconnect
Status

Change Windows Firewall settings

—  Open Metwork Connections

uég'# 1| 30] By 10:14 AM

Now you can access resources on your server. The easiest method is to go to “My Computer” and type the
following in the address bar, followed by hitting the enter key.

\\servername\company or \\192.168.3.2\company

Note server name or the IP address are unique to your organization and if you don’t know this information
you will need to contact your system administrator.

Summary:

The following is a list of information you will want to make sure you have from your system administrator
in advance:

DNS name or IP Address of VPN server. (i.e. vpn.mycompany.com or 200.100.50.1)

DNS Suffix, or Fully Qualified Domain Name (i.e. domain.mycompany.com)

Domain your connecting to. (i.e. MyCompanyLan)

Your username and password.

The DNS name or IP address of the computers(s) you want to connect to.

groONE
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